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DISCLAIMER:  Federal statutes and regulations are subject to frequent revision and interpretation by amendments and judicial decisions.  Additionally, federal laws may be significantly affected by state and local laws.  Therefore, the guidelines and policies set out below are provided simply as a guide, are not intended to constitute legal advice, and any person or organization using all or any part of the guidelines or policies is strongly encouraged to seek professional legal counsel regarding specific questions about social media policies and practices for themselves or in their organizations. Legal information is not the same as legal advice and in no event shall Max Muller, Max Muller & Associates LLC, Kathleen Leighton or Leighton Communications, Inc. be liable for any actual damages, lost profits or any special, incidental, or consequential damages arising out of or in connection with the use of the guidelines or policy examples set out below.

Copyright permission to use these Sample Social Media Guidelines is hereby granted to current and future members of Mid-America Regional Council.

© 2010 Max Muller & Associates LLC & Leighton Communications, Inc.
Name of Agency
[Agency Contact Information]
Social Media Guidance
Effective Date: _________________________

1. Purpose. This Guidance covers the use of social media by all employees of [Name of Agency] (the “Agency”) and contractors engaged in social media on behalf of Agency as part of their duties. 

2. Cancellation of previous policies. The following policies are hereby cancelled and superseded by this Guidance:  
· _________

· _________

3. Applicability. This Order applies to all Agency employees. It also applies to contractors engaged in social media on behalf of Agency as part of their duties. 

4. Background. Agency encourages the use of social media technologies to enhance communication, collaboration, and information exchange in support of Agency’s mission. 
5. By openly sharing knowledge, best practices, and lessons learned within the agency, with and from other federal, state, and local partners, and with and from the public, we can provide more effective solutions and efficiencies to enhance excellence in the business of government. 

Name and signature of issuing officer or authority
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Chapter 1. Introduction 

1. Purpose. 
This Guidance establishes Agency guidelines regarding the use of social media tools to facilitate collaboration and information sharing inside and outside of the Agency.

The scope of this Guidance includes the use of social media technologies hosted outside of Agency servers, social media technologies hosted on internal Agency servers, and individual user’s responsibilities when accessing social media services in either environment. 

2. Applicability. 
This Guidance applies to all Agency employees. It also applies to contractors by whatever designation or type engaged in social media on behalf of Agency as part of their duties. 
3. Background. 
Agency encourages the use of appropriate social media technologies to enhance communication, collaboration, and information exchange. 
Social media tools are network-enabled and include interactive features and user-

generated content. Tools include, but are not limited to, wikis, blogs, mash ups, web feeds (such as Really Simple Syndication (RSS) feeds), moderated discussion tools, social networking sites, and virtual worlds. They also include microblogging sites and non-internet based methodologies such as Twitter and similar information sharing electronic or digital platforms.
These tools are evolving rapidly and are shaping how we work with our customers, business partners, other government agencies, and the public. Use of these technologies must follow current laws and Agency guidelines that govern information 

and information technology. These statutes and regulations include, but are not limited 

to, accessibility, records management, privacy, security, and information quality. 

Chapter 2: Agency Sponsored Blog and Other Social Media Site Guidelines 

1. Guidelines for creating and maintaining an Agency sponsored social media site. 
These guidelines are applicable to Agency sponsored social media sites of any nature and type which will be collectively referred to as “blogs” for ease of presentation.
Agency provides blogging and other social media forums to improve communications with employees, Agency customers, commercial suppliers and the general public. Blogs are an element of Agency business communications and this chapter provides guidelines on how to establish and maintain an Agency sponsored blog. 
Inquiries regarding Agency sponsored blogs may be obtained from:

· [Identification of public information office.]
· [Identification of department supporting information technology operations.]
· [Identification of other departments, if any, supporting social media mechanisms.]
2. Process for initiating an Agency sponsored blog. 

(a) A "Blog Request Form" (http://___________) [link to Agency intranet site where the proper form can be found] is used to initiate a blog. Requests for blogs should be submitted to ____________________. [Identification of department or division where Blog Request should be submitted.]
(b) Requests must be approved by _______________. [Identification of authorizing authority.]
(c) Requests for blogs should include:

(1) a title for the blog, 
(2) a short statement about the purpose and/or value of the blog, and 
(3) a desired URL shortcut (typically some variation of the unique blog name, but in all lower case, no spaces, no special characters, e.g., /agencycioblog). 
(4) If hosting a blog outside of Agency, then indicate where it will be hosted and why that is preferable. 
(5) The requesting office or department (the “RD”) does not need to name the blogger(s) in the request, but no more than ___ (__) employees should serve as regular bloggers for a particular blog. 

(d) Monitoring the blog is the responsibility of the RD blog owner. 
(1) The RD or a designee, appointed in writing and designated on the Blog Request Form, must properly supervise and monitor the blog to ensure information appearing on the blog or linked through it is accurate, timely, relevant, complete, and does not reflect adversely on Agency. 
(2) Review all comments before posting them.
(3) Do not post comments that promote services or products, or that promote or oppose any political party, person campaigning for elected office, or any ballot proposition
(4) This responsibility includes inactivating the blog upon the blogger’s separation from the Agency and/or notifying OCIO that the blog has been transferred to department or individual. 
(e) The blog will be suspended if any of the following occurs: 
(1) Use of vulgar or abusive language.

(2) Personal attacks of any kind.
(3) Offensive terms targeting individuals or groups. 
(4) Endorsement of commercial products, services, or entities. 

(5) Endorsement of political parties, candidates, or groups. 

(6) Discussion of topics unrelated to Agency's mission. 
(7) Discussion of Agency-related legal proceedings or controversies, including communications with Agency attorneys.

(8) Disclosure of or speculation on non-public financial, technical or operational information of or pertaining to Agency.

(9) Citing or referencing Agency clients, partners or suppliers without their approval.

(10) Misuse of Agency trademarks, service marks, logos, and other identifiers.
(11) Failure to adhere to the posting requirements and disclaimers contained in Paragraph 2 of this Chapter 2.
(12) Failure to make postings, if any, required by any of the following statutes:
· Americans with Disabilities Act (ADA) - Prohibits discrimination and ensures equal opportunity for persons with disabilities in employment, state and local government services, public accommodations, commercial facilities, and transportation. The ADA requires that reasonable accommodations be provided in meeting the needs of individuals with disabilities. 
· Assistive Technology Act of 1998 - The Assistive Technology Act establishes a grant program, administered by the U.S. Department of Education, to provide Federal funds to support State programs that address the assistive technology needs of individuals with disabilities. 
· Section 508 of the Rehabilitation Act -- Requires Federal agencies to make their electronic and information technology accessible to people with disabilities. The law applies to all Federal agencies when they develop, procure, maintain, or use electronic and information technology. Under Section 508 (29 U.S.C. 794d), agencies must give disabled employees and members of the public access to information that is comparable to the access available to others.
· Section 255 of the Telecommunications Act of 1996 -- Requires manufacturers of telecommunications equipment and providers of telecommunications services to ensure that such equipment and services are accessible to persons with disabilities, if readily achievable. 
· The Architectural and Transportation Barriers Compliance Board (Access Board) guidelines for accessibility, usability and compatibility of telecommunications equipment and customer premises equipment covered by Section 255 of the Telecommunication Act of 1996. 

· Workforce Investment Act of 1998. Provides access to and use of Federal executive agencies’ electronic and information technology (EIT) by individuals with disabilities. 

3. Guidance for Agency bloggers. 

(a) An Agency blog will succeed when visitors feel they have reached a trusted source of information. Let readers know who the blogger is from a professional standpoint. 
(b) Do not release any personal information that the general public should not know, for example releasing home addresses or phone numbers. 
(c) Be prepared to post content on a regular basis. This may mean daily, weekly, but not less frequently than every two weeks. 
(1) Let readers know what the posting schedule is. Be realistic in preparing a schedule. It is always better to increase frequency over the life of a blog. 
(2) If a blog remains idle for 60 days or more, Agency reserves the right to take it offline. 
(d) Be prepared to make time and devote resources to monitoring all comments that readers post. Be committed to reading every comment received, even if nothing is posted in response to all of them. Time may be needed to research responses.
(1) Be prepared to respond on the blog to the posted comments, especially negative ones. 
(2) Remove blog comments when: [Insert situations when Agency wishes blog posts to be removed]
· _________________

· _________________

· _________________

· _________________

(3) Blogs build credibility and readership when they are as open as possible. 

· If the same questions are posed over and over again, consider creating boilerplate responses to some questions. 

(e) Communicate to the audience the timeframe within which the comment may be posted. 
(f) Invite guest contributors. This is a great way to enhance value without increasing workload. Announce in advance who contributors will be. 

(g) Be aware that there are a variety of ways people will find the blog (e.g., via search engines, search and other e-mail alerts, RSS feeds, various social networking sites, book marking sites, or e-mail from another person). This means the individuals will often be reading only a headline (or title), or a headline and a couple of sentences. The more intriguing and relevant the headline of the blog and the content that follows, the more likely the content is to build readership. 

4. Guidance for Agency employees that blog or use social media off duty, off premise. 

(a) Emails, blogs, wikis, texting and other forms of online discourse of any nature and type including but not limited to Facebook, YouTube, etc. are individual interactions, not corporate communications. 

(b) If you choose to go public with your opinions, videos, photographs, cartoons, personal behavior, etc. via a blog or any other form of online discourse of any nature ant type, you are acknowledging and agree that you are personally legally responsible for your commentary and the content of any items you post; and, that once posted any such information may be accessed, viewed, monitored, or copied by the Agency. 

(c) Understand that individual bloggers can be held personally liable for any commentary deemed to be defamatory, obscene, proprietary, or libelous whether pertaining to Agency, individuals within or outside of the organization, or any other entity. 

(d) When blogging you should exercise caution with regard to exaggeration, colorful language, guesswork, obscenity, copyrighted materials, legal conclusions, and derogatory remarks or characterizations. 

(e) You blog or post on the blogs of others at your own risk. Agency considers postings you make as part of online discourse of any nature and type to have been outside the scope of your employment with Agency.
(f) Identify yourself.

(1)  Write in the first person. 

(2) You must make it clear that you are speaking for yourself and not on behalf of Agency.  

(3) If you publish a blog or post to a blog and it has something to do with the work you do or subjects associated with Agency, use a disclaimer such as: “The postings on this site are my own and don’t necessarily represent Agency’s positions, strategies or opinions.” 

(g) Respect copyright, fair use and financial disclosure laws. Do not post others' material, for example photographs, articles, or music, without ensuring they've granted appropriate permission to do this.

(h) Always refer to Agency’s trademarked names properly. For example, never use a trademark as a noun, since this could result in a loss of our trademark rights.

(i) Don’t provide or disclose Agency’s or other organization’s or individual’s non-public, confidential or other proprietary information. 

(j) Do not disclose or speculate on non-public financial, technical or operational information of or pertaining to Agency.
(k) Do not discuss work-related legal proceedings or controversies, including communications with Agency’s attorneys.

(l) Don't cite or reference Agency clients, partners or suppliers without their approval. 

(m) Do not disclose personal information about other individuals within the organization.

(n) Respect your audience. Don't use ethnic slurs, personal insults, obscenity, etc., and show proper consideration for others' privacy and for topics that may be considered objectionable or inflammatory such as politics, religion, age, sex, sexual orientation gender identity, genetic information, marital status or national origin. 
(o) Follow all Agency’s nondiscrimination, harassment and other personnel policies and practices.

5. Public notices on blogs. 
All Agency blogs must contain the entire notice listed below under "Blog Use Policy." 
If the notice itself is not on the main page, then a prominent link must be placed on the blog homepage that clearly identifies the attachment as "Privacy, Security, and Legal Notice." 
6. Agency Identifiers

A blog must adhere to ________________ [Reference to Agency rules regarding use of its logos, trademarks, etc.] when using Agency identifiers of any nature and type.
7. Blog Posting Requirements and Disclaimers
The sections below identify required statements and disclaimers for Agency  

sponsored blogs. These statements, or links to pages containing them, should be 

located on the main page of every Agency sponsored blog. 
General Policy. Agency manages this blog to provide a forum for improving communications with our employees, government customers, our commercial suppliers, and the general public. This blog will discuss ____________ [Subject matter of blog, e.g. information technology, schedules, communications, building issues, etc.]. This blog use policy is subject to amendment or modification at any time to ensure the blog's continued use is consistent with its intended purpose as a limited forum. 
Posting Policy. You are encouraged to share your comments, ideas, and 

concerns. This is a moderated blog, and Agency will only post comments from bloggers over 13 years of age that relate to topics on [Blog Subject Matter]]. Agency will review all comments before posting them. Agency will not post comments that contain abusive, vulgar, offensive, threatening or harassing language, personal attacks of any kind, or offensive terms that target specific individuals or groups. Agency will not post comments that are clearly off-topic, that promote services or products, or that promote or oppose any political party, person campaigning for elected office, or any ballot proposition. 

Gratuitous links to sites are viewed as spam and may result in the comment being removed. Communications made through the blog’s e-mail and messaging system will in no way constitute a legal or official notice or comment to Agency or any official or employee of Agency for any purpose. The content of all comments are released into the public domain unless the commenter clearly states otherwise, so do not submit anything you do not wish to be broadcast to the general public. Agency does not discriminate against any views, but reserves the right not to post comments that do not adhere to these standards. Agency will make best efforts to review comments and post them as quickly as possible. 

Product References by Blog Host. Any references to commercial entities, 

products, services, or other nongovernmental organizations or individuals that are included in this blog are provided solely for the information of individuals using this blog. These references are not intended to reflect the opinion of Agency, or its officers or employees concerning the significance, priority, or importance to be given the referenced entity, product, service, or organization. Such references are not an official or personal endorsement of any product, person, or service, and may not be quoted or reproduced for the purpose of stating or implying Agency endorsement or approval of any product, person, or service. 

Records Management. All blogs must conform and comply with the Agency’s 

records maintenance and disposition system. 

Linking Policy. The ___________ [Blog Name] blog may include useful hypertext links or pointers to information created and maintained by other public and private organizations and individuals' blogs. __________ [Blog Name] provides these links and pointers solely for the blog users' information and convenience. 

When a user selects a link to an outside website, he/she is leaving the ______  [Blog Name] blog and is subject to the privacy and security policies of the owner/sponsor of the outside website. Hyperlinks to information created and maintained by other public and private organizations should not be construed as an endorsement of the views or privacy policies contained on those linked pages. 

Agency and ______ [Blog Name] do not control or guarantee the accuracy, relevance, timeliness or completeness of information contained on a linked website. 

Agency and ______ [Blog Name] do not endorse the organizations sponsoring linked websites, and do not endorse the views they express or the products/services they offer. 
Agency and ______ [Blog Name] cannot authorize the use of copyrighted materials contained in linked websites. Users must request such authorization from the sponsor of the linked website. Those who provide comments are responsible for the copyright of the text they provide. 
Agency and ______ [Blog Name] are not responsible for transmissions users receive from linked websites. 
Agency and ______ [Blog Name] do not guarantee that outside websites comply with the accessibility requirements of any applicable law.
Copyright Information. Links to Agency blogs are welcomed. Unless a copyright is indicated, information on Agency's blogs is in the public domain and may be copied and distributed without permission. Citation to the U.S. General Services Administration as the source of the information is appreciated. If a copyright is indicated on a video, photo, graphic, or other material, permission to copy the material must be obtained from the original source. 

Public Affairs. If you would like verification or a transcript of information released on Agency blogs or if you have any questions or comments about the information presented, please contact _____________ [Name and contact information of public affairs or other office inquiry should be made to]. Reporters must submit questions to the ___________ [Name and contact information of Public Affairs Office ]through normal query channels and refrain from submitting questions on blogs as comments. Agency will not post questions from reporters.  
Privacy. _________ [Blog Name] follows the Agency privacy policy. Agency will not share or sell any personal information obtained from users with any other organization or 

government agency except as required by law. Please view our complete Privacy and Security Policy. To protect your own privacy, and the privacy of others, please do not include phone numbers, e-mail addresses, or other personal information in the body of your comment. 
______________ [Blog Name] is unable to post comments from children under the age of 13 due to the Children's Online Privacy Protection Act (COPPA). If you are 12 years old or younger, you may email us rather than posting a comment on ______________ [Blog Name].
______________ [Blog Name] is a portal for information from the Agency. However, information posted on this blog is not official policy of Agency and will in no way grant anyone any rights, privileges, or standing on any matter. All information should be verified through official channels at Agency. For contact information at Agency, please check _______ [Agency web Home Page]. 
Chapter 3: Records management, retention and archiving 

All records, including information posted, received and/or connected in any way with using electronic media, whether it is a blog, a website, a wiki, email, tweet or any other type of electronic communications that meet the definition of a record, will adhere and conform to all documentation contained in but not limited to ___________. [Reference the Agency’s rules and regulations pertaining to records management, retention and archiving.]
The definition of a record for purposes of this Guidance is all books, papers, maps, 

photographs, machine readable materials, or other documentary materials, regardless 

of physical form or characteristics, made or received by Agency under federal, state, county or city law, code, regulation or ordinance, or in connection with the transaction of public business and preserved or appropriate for preservation by Agency, as evidence of the organization, functions, policies, decisions, procedures, operations or other activities of the Agency or because of the informational value of data in them.
If unsure about how best to comply, contact _______________ [Identity and contact information regarding who RD should work with to determine what meets the definition of a record and how best to capture it.] 

Chapter 4: Information Quality 

1. Reasonable Assurance of Information Validity

The Public places a high degree of trust in Agency sponsored content and 

considers it an authoritative source. 
With regard to social media information dissemination products, Agency blogs must reasonably ensure suitable information and service quality consistent with the level of importance of the information. Reasonable steps include: 
a. clearly identifying the benefits and limitations inherent in the information dissemination product, e.g., possibility of errors, degree of reliability, and validity, and 
b. taking reasonable steps to remove the limitations inherent in the product or information produced. 
2. Third-Party Site Redaction Log

While most of the information on Agency's Web sites is routinely edited and updated, certain postings are intended to be one-time announcements or postings.  Examples of these types of content include news releases, Facebook updates, Twitter updates, and comments from non-Agency users.  As part of the Agency’s commitment to open and accountable government, Agency maintains archives of these postings, even after they no longer pertain to ongoing events or issues.  This allows the public to research past issues, and preserves a public record of government statements and activities.

In rare cases, Agency redacts (removes) information from a previous, one-time posting.  When this is done on a site operated by Agency, an appropriate notation can be made.  When this is done on a site operated by a third party, it may only be possible to delete the entire posting, rather than edit it.  In this case, a notation will be made in the log below.
	Date Deleted
	Date and Time of Original Posting
	Third-Party Site
	Removed Text or
Remaining Text with Redaction
	Purpose of Redaction

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Chapter 5: Usability of Data 

1. Formats

Agency public websites are required, to the extent practicable and necessary to achieve 

intended purposes, to provide all data in an open, industry standard format that permits 

users to aggregate, disaggregate, or otherwise manipulate and analyze the data to 

meet their needs. 

2. Copyrights, Fair Use and Intellectual Property Ownership
The use and management of social media technologies raises several questions about the legal concepts of copyright, fair use, and intellectual property ownership. Agencies must be diligent to ensure that they consider existing intellectual property and copyright laws when implementing social media technologies. 

While governmental entities typically provides public data which is not considered 

copyrightable intellectual property, social media technologies that allow public 

contribution of content may potentially create challenges regarding the protection of 

intellectual property contributed by visitors. 
The ease of copying and propagating data from many sources on the internet makes it very easy to unintentionally breach copyright laws. Most commercial media sharing websites warn of the illegal use of copyrighted materials and trademarks. This strategy may or may not prove sufficient to protect the interests of government agencies, depending on specific circumstances. 

Agency blogs and websites that allow external contribution of materials will post clear disclaimers detailing the copyrights that non-government contributors to their sites may retain. 
Government content on any site is generally public domain and therefore can not become the intellectual property of an individual or be protected by a site provider. Care must be taken to not create the appearance of a copyright on a government created work, unless specifically permitted by statute.   

Chapter 6: Privacy and Security
1. Collection of Personally Identifiable Information

Agency websites and blogs will follow _________________ [Identification of Agency rules] regarding the collection, safeguarding, dissemination and destruction of personally identifiable information.

2. Tracking Cookies

 Agency websites are prohibited from using persistent cookies and other web tracking methods unless their use has been approved by an agency head or designated agency sub-head, for a compelling need. When approved in this fashion, agencies must post clear notice of the nature of the information collected in the cookies, the purpose and use of the information, whether or not and to whom the information will be disclosed, and the privacy safeguards applied to the information collected.  
3. Password Security

Passwords are often the only thing standing between a hacker and 
access to your computer or the Agency network. Internet security is based on a “weakest link” principle. 

In order to ensure password security, all Agency employees are to adhere to the following procedures:

Creating a strong password

· Make your password long and complex, so it is hard to crack. Between 8 to 20 characters long is recommended.
· Use BOTH upper- and lower-case letters.
· Place numbers and punctuation marks randomly in your password.
· Use one or more of these special characters: ! @ # $ % * ( ) - + = , < > : : “ ‘ 
· To help you easily remember your password, consider using a phrase or a song title as a password. For example, “Somewhere Over the Rainbow” becomes “Sw0tR8nBO.” 

Using your password safely

· Create different passwords for different accounts and applications. If one account is breached, your other accounts won’t be put at risk too. 

· NEVER use your Agency password for online shopping sites or free e-mail accounts (Hotmail, Yahoo!, Gmail). 

· Change your passwords regularly (about every six months). 

· Don’t share your password with anyone else. Once it’s out of your control, so is your and the Agency’s security.

· Never enable the “Save Password” option, even if prompted to do so. Pre-saved passwords make it easy for anyone else using your computer to access your accounts and the Agency’s systems.
· Never walk away from a shared computer without logging off. This will ensure no other users can access your accounts.

· Don’t use sample passwords given on Web sites, including Agency’s.

4. Expectation of Privacy and System Security
a. Use of the System is express consent to Agency access
The Agency’s email system and other wireless, electronic or telephonic media of any nature and type (the “System”) is valuable Agency property and primarily intended for business use.  

Incidental and occasional personal use of e-mail is permitted. 

The System is not to be used for employee personal gain or to support or advocate for non-Agency related business or purposes. By using the System employees expressly agree that all use of the System is subject to management access at any time and without notice to them and expressly consent to such Agency access.
Employee failure to comply with this Policy could lead to disciplinary action up to and including termination of employment.   
b. Do Not Expect Privacy

The Agency may access, read, monitor, intercept, copy and delete employee communications if the Agency deems it appropriate, in its sole discretion.  If while monitoring telephonic communications the Agency recognizes that a conversation is purely personal in nature the Agency may stop monitoring that conversation at that time. 
Employees should not expect any privacy in any social media site they access in any manner using the System. If an employee accesses his or her private social media site(s) such as Facebook using the System, such employees must understand that even if they entered such sites using their personal access code(s), the Agency can retrieve any postings, emails, etc. the employee may have posted to any such site. 
In the event of a dispute between an employee and the Agency, a Agency investigation of employee compliance with any Agency policy, or litigation of any nature or type related to such employee that directly or indirectly affects the Agency, it is probable that the Agency will retrieve any information on the System related to that employee including information the employee posted or sent to or through any social media site.
The Agency may disclose employee communications to third parties if the Agency deems it appropriate, in its sole discretion.  Employees should not expect privacy in their System account or any communications on the System or on any other communications media of any nature and type provided for employee use by the Agency now or in the future.
c. Uncontrollability of Emails 
Emails sent over the Internet cannot be “retrieved.”  Once an email is sent , the sender effectively has no ability to control who sees it.  Emails, text messages and voice messages are often forwarded to people the sender did not anticipate would receive them.  

The Agency may be required in future litigation to produce copies of employee emails, text messages or voice messages in a court proceeding, and the Agency may do so without notifying the employee or asking his or her permission.   
d. Prohibited Uses  
The Agency’s general policies regarding employee communications also apply to communications made using the System.  Without limiting the foregoing, employees may not use the System to send, receive, store or display communications or files that:

(1) infringe any third party intellectual property or publicity/privacy right; 

(2) violate any law or regulation; 

(3) are defamatory, threatening, insulting, abusive or violent; 

(4) might be construed as harassing, derogatory, disparaging, biased or discriminatory based on a person’s age, sex, race, sexual orientation, gender identity, religion, creed, disability, national origin, marital status, genetic information or any other classification protected by federal or relevant state, county or city law, code, regulation or ordinance; 

(5) are obscene, pornographic, harmful to minors, profane or vulgar; 

(6) contain any viruses, Trojan horses, worms, time bombs, cancel bots or other computer programming routines that are intended to damage, detrimentally interfere with, surreptitiously intercept or expropriate any system, data or personal information; or 

(7) are solicitations or advertisements for commercial ventures, religious or political causes, outside organizations or other non-job related activities.  

Under no circumstances may employees use the System to gain unauthorized access to third party resources.

Without any further notice to employees, the Agency may use software that restricts employee access to certain websites or that keeps a log of the websites employees visit or that captures information about their keystrokes.

e. System Security 
The System is not perfectly secure and is susceptible to break-ins, hackers and other internal and external attacks. 

Employees may not share their System passwords with anyone else (including other Agency employees), and may not gain access to other System accounts, without prior management authorization. 

The Agency reserves the right to override employee password(s) for business reasons the Agency, in its sole discretion, deems appropriate.

f. System Integrity.  
Employees should not use the System in a way that disrupts or degrades its performance.   

g. Agency Communications
Every time an Agency employee sends an email that contains the Agency domain name or transmit files using the System, third parties might interpret these communications as official corporate communications or legally-binding statements of the organization.  Therefore, at a minimum, employees should not use the System to make any statements or take any action which might be interpreted as a press release or publicity statement without management approval.  Employees should not use the System to make any representations concerning the Agency’s financial condition without management approval.
�








	Contain Your Crisis ( trainer@containyourcrisis.com ( 913/636-2254
© 2010 Max Muller & Associates LLC & Leighton Communications, Inc.
	15



[image: image2.png]MARC

Mid-Ameri

Regional Council



